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Practice Management: Technology and 
Your Office 

  

Richard Rogers, EA 

¸ Learning Objectives: 

1. Have a better understanding of how the use of newer 
technologies can make your firm more efficient and 
profitable. 

2. Get ideas on what type of technologies might work best in 
your practice. 

3. Find out how implementing small changes can make big 
differences in your practice. 
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Windows 7 

Minimum Requirements 

(Run Update Advisor) 

đ 1 Ghz processor 

đ 1 GB Ram 

đ 16 GB available hard drive 
space 

đ DirectX 9 graphic card 

New Features (from Vista) 

đ An enhanced Graphical Interface 
including an updated taskbar, 
desktop gadgets, snap to resize a 
window, and Areo Shake. 

đ Better Search functions 

đ New alerts features 

đ Performance enhancements 

đ Better recognition and 
installation of new devices 

đ Better Power management 
for Laptops 
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Windows 7 

XP Software in Windows 7? 

¸ NOT backward compatible 

¸ Compatibility database on 
Microsoft's Website 

¸ XP Compatible Mode (win 
95-Vista) 

¸ Windows 7 Professional and 
above: Win XP Workspace 
(Virtual XP) 

¸ Keep a XP PC in your office 
for ñolderò applications 

Upgrading / Migrate 

¸ From XP you must Migrate 
(Reinstall Applications) 

¸ From Vista you can Upgrade 
if you are on the same 
hardware platform (32 or 64 
bit) unless..... 

¸ ...you are upgrading from 
Vista Business to Windows 
Home Premium then  you 
must Migrate (see chart in 
handout) 
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Sticking With XP? 

¸ Support will end 4/8/2014 from Microsoft 

¸ Windows 7 is stable and efficient 

¸ Will be the Windows foundation for the future 

¸ 36% of all users are on Windows 7 (adding 1.5% per month) 

¸ 94% of those that switch are glad they did 

¸ All new hardware with Windows OS will have Windows 7 

¸ Productivity Increase of 14 Hrs./Year, ROI=15 Months. 

¸ Recommendation: If you have older hardware, take it to its 
useful limit then upgrade 
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Beyond Paperless 

Reasons to Go Paperless 

¸ Save Time: Shuffling paper around an office can be time 
consuming (filing, locating, copying, refiling, purging, 
destruction) 

¸ Increase Security: Electronic documents can be much more 
easily secured using passwords, encryption, and more secure 
storage locations 

¸ Reduced Storage Costs: Much cheaper to store documents 
on a hard drive then in a room full of file cabinets 

¸ Go Green: Together thousands of trees, oil, energy, and landfill 
space can be saved by reducing the amount of paper we use 
each year in our offices 
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Beyond Paperless 
What You Need 

¸ Scanner ($300-$800): Check with your Tax or Accounting 
software provider for compatibility if they have a Document 
Management System. 

¸ TWAIN compatible allows most software to use the scanner.  
Most multi-function printers and many newer copy machines 
have a TAWIN scanner built in. 

¸ Optical Character Recognition (OCR): If you want to be able to 
search through your text documents make sure that you have 
OCR software that will work with your scanner (most scanners 
come with this). (Time to process can be slow) 

¸ Document Management System (DMS): Your tax or accounting 
software provider may already have this, but if not you can set 
one up yourself or use a third-party provider 
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Beyond Paperless 

 
 

đ Stamp a document 

đ Delete information 

đ Create Headers and Footers and 
Watermarks 

đ Insert, extract, replace, move, and 
delete pages 

đ Crop and Rotate 

đ Bookmark pages 

PDF Programs 

¸ The mainstay of archived documents 

¸ Acrobat Reader (free) and Distiller (built in to many products) 

PDF Editor Features 

đ Adding Text and Graphics 

đ Creating Forms 

đ Securing files 

đ Combining files 

đ Assemble groups of files into a 
portfolio 

đ Create comments and markups 
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Beyond Paperless 

PDF Specialty Products 

¸ Bookmarking: Adding bookmarks to documents so that 
information can be found quickly. 

 

¸ Trapezy and GruntWorx can automatically create bookmarks in 
PDF documents. 

 

¸ Tic, Tie & Calculate provides a toolbar in Acrobat that makes it 
easy to markup and manipulate electronic documents like they 
were paper. 
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Beyond Paperless 

PDF Security 

¸ Make sure that if you transport an electronic document over a 
non-secured method (like e-mail) that you first secure the 
document. 

¸ For PDF use at least a STRONG password (password 
breakers). Also, encryption is available but can be cumbersome 
for the client (A portal is better). 

¸ For a password we use the first 5 letters of the client's last 
name (or business first name) and the last 6 digits of the client's 
social security number (or the company EIN). 



Page 10 

Office Security 
Two Basic Threats 

¸ Physical:  the risk that the data might be stolen or lost due to 
equipment failure. 

¸ Software: The risk that your data might be compromised as a result of 
electronic intrusion, malware or viruses. 

Four Things to Do 

đ Ensure that each of your computers in the office has the latest updates and 
patches and be sure the Windows automatic update feature is on (except 
maybe for the server). 

đ Have up-to-date defenses including your firewall, virus, and spyware programs. 

đ Have up-to-date backups of all your critical data. 

đ Practice safe computing ï have an office computer usage policy including 
password protection on all computers having access to your network. 
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Office Security 
Configuration 

¸ XP: Control Panel/Security Center (ñNot Installedò or ñOut of Dateò) 

¸ Win 7 Control Panel/System and Security/ Action center 

¸ Pay Attention to what your system is telling you! 

Firewalls 

¸ Two basic types: Hardware and Software 

¸ Make sure that each PC has it software firewall turned on and that you have 
a hardware firewall in place. 

Anti-virus, Anti-malware, and Anti-spyware Programs  

¸ Can get infected by: opening an attachment in an e-mail, visit certain 
websites, installing software 

¸ Make sure each PC has a good anti-virus program running and its database 
is updated regularly (see handout for a list) 
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Office Security 

Safe Computing 

¸ The most dangerous and most 
unpredictable component in practicing 
safe computer usage is the 

operatorðYes You!   
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Office Security 

 FTC Safeguard Rules 

¸ Mandated by the Federal Trade Commission 

¸ States that ñ...all accountants and tax prepares must ensure the 
security and confidentiality of their client's data.ò 

¸ Non-compliance issues: 

đ Possible unlimited liability from our clients 

đ Sanctions and fines from the FTC 

đ Possible sanctions from regulatory bodies including states 

đ Possible issues with malpractice insurance 

đ Possible legal issues with the states if disclosure of 
breaches are not properly communicated to clients 
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Office Security 

 FTC Safeguard Rules-Requirements 

đ Designate one or more employees to coordinate its information security 
program (PROGRAM MUST BE IN WRITING); 

đ Identify and assess the risks to client information in each area of the 
businessôs operations, and evaluate the effectiveness of the current 
safeguards for controlling the risks; 

đ Design and implement a safegua rds program, and regularly monitor and 
test it; 

đ Select service providers that can maintain safeguards, make sure your 
contract requires them to maintain those safeguards, and oversee their 
handling of client information; and 

đ Evaluate and adjust the program in light of relevant circumstances, including changes 
in the firmôs business or operations, or the results of security testing and monitoring.   
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Office Security 
 FTC Safeguard Rules-òSuggestionsò 

đ Checking references or making background checks on employees. 

đ Limiting access of client information to those that have a need to know. 

đ Controlling access to data requiring passwords on each computer, and using password-activated screen 
savers. 

đ Requiring strong password that are changed on a regular basis. 

đ Having policies to protect laptops, PDA and other mobile devices. 

đ Training employees to maintain security, confidentiality, and integrity of client information. 

đ Establishing measures for telecommuters. 

đ Store all client information securely. 

đ Take steps to ensure that all client information transmitted electronically is secured.  

đ Use anti-virus and anti-spyware that updates automatically. 

đ Maintain up-to-date firewalls. 

đ In the event of a security breach, if the breach poses a significant risk of identity theft or related harm; notify 
clients and law enforcement 
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Office Security 

 FTC Safeguard Rules-òSuggestionsò 

¸ Check the handout for the complete list of ñsuggestionsò 

¸ Failure to comply can be expensive and tarnish the reputation of your 
company 

¸ Fines can range from $50,000 upwards 

¸ See the handout for the link to an excellent video on ñProtecting Personal 
Information: A guide for Businessò furnished by the FTC 
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Backups 

¸ Three reasons to keep backups 

Disk Crashes 

Destruction by fire, earthquake, etc. 

Theft 

What should be backed up? 

đ Data: Including application data, documents, e-mail, favorites, and desktop settings. 

đ Operating System:  So that you can restore the OS on your PC in case of a hard drive failure 
(Windows Recovery Disk as many newer PCs do not come with disks). 

đ Registry Files:  So that you can get your computer and applications back to the same settings 
before the crash or loss. 

đ Drivers:  So you can easily have your computer function correctly after a recovery. 

đ Applications: So you can reload the software in case of a system crash or failure. 
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Backups 

Media Selection 

¸ CDs/DVDs 
Pros:  Price and very compact 
Cons: Limited amount of data will store on a single disc and can 

take a lot of time to burn to the disk (Dual Layer BR DVD 
50GB / $12/disk) 

 
 

¸ Online Storage 
Services 

Pros: Easy to maintain and implement 
Cons: Entrust your data to a stranger whom you have no control 

over, high costs 
 
 

¸ USB Flash Drives 
Pros: Cost effective and portable 
Cons: Limited storage and easy to lose 

External Hard Drives 
Pros: Can hold huge amounts of data at very affordable prices.  

Portable 

Cons: Durability issues and prone to theft 

 

 

Tape Drives 
Pros: Large amount of storage and portable 

Cons: Data reliability issues, slow processing, high costs 

 

 

Dedicated Backup 
Devices 

Pro: Plug and play and come with software.  Can be off site 

Con: High cost (but coming down), high technical difficulty, high 
bandwidth 
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Backups 
Software 

Features To Look For 

đ Easy to use for backing up 
and restoring 

đ Can do incremental backups 

đ Can create an unlimited 
backup in file size (> 4GB) 

đ Can backup over different 
drives and over the network 

đ Can create and run 
automated backups 

đ Can compress the data 

Provides backup verification 

Can back-up to multiple time-
stamped backup sets 

Backups can be encrypted 

Can back up the backup media 
you have selected to use 

Warns of backup failures 

Can restore an individual file from 
the backup 

Backs up quickly 
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Backups 

What We Use 

¸ 4 Western Digital Passport Hard Drives (250GB) ($50/320GB) 

3 for daily 

1 for monthly 

¸ Personal Backup Software (Free) 

Non-proprietary 

Scheduler 

Quick 

¸ Encryption 

Recovery PC and Disk 
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Multiple Monitors 

Why More? 

¸ With the advent of the paperless office you need more display 
space to hold your documents and applications. 

¸ Inexpensive 

¸ Increased Productivity 

What You Need 

¸ Monitors (2 or more) 

¸ Display Adapter(s) 

¸ Stand (maybe) 

¸ Cables (HDMI, DVI, VGA) 
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Multiple Monitors 

Monitors 

¸ Quantity 

¸ Orientation / Horizontal or Vertical 

¸ Desk Space Available 

¸ Resolution  

(minimum 1920X1080 [HD] 

My Configuration 

 


